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W oeR Aol AEa wol Jure 23Rtk BAE % ar ol @

ZlEE s vgoes Foo] wlolF-delnpl-RlAlEE w2 F-ofw)
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26) Overview of ETP, ECON. TRANSFORMATION PROGRAMME,
http://etp.pemandu.gov.my/About_ETP-@-Overview_of_ETP.aspx. 2017.4.7.2l.

27) A8, ol &47 A3} e HA A U nF EXFHAT A78Y, o7
EXFHeEs] 20179 59, 246-2504.
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edle Aol F9) Fuol e W HEskel Tkt Ao A9
AR TFEE Bestnd dh WF PRE vl ARATEACIS MS
e bl olMAA ol shepuvle] ol gHTHE ol fE ¥U ARE

28) the Children's Online Privacy Protection Act (COPPA) (15 U.S.C. §§6501-6506)
29) the Health Insurance Portability and Accountability Act (HIPAA) (42 U.S.C. §1301 et seq.)
30) the Electronic Communications Privacy Act(ECPA)(18 U.S.C. §2510). = 23] o] ®9

A2 A A7gF 2 (Stored Communications Act; SCA)S A|GstH AAFAL o] 8o 9]
o] /1 AMBER T AGE AAF AT o] He 7 (Wiretap Act,arts. §2510-§2522),
AAE N (Stored Communications Act; SCA, arts. §2701-§2712), EAlo]-&-A+87] =42
(Pen Register Statute, arts.§3121-§3127) % 3719 8 #Ho=z FAHT}.
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31) 18 US.C. art. 2703(c)(D)(A); 7= AH71e] FAlo]§ 7150
I &Sl A= HA, FAF - AETBY FAlO]E AEFH A He
Awdel 2 ske)”, TgRWE, A20A Al1Z, 2016, 122-125W FHZ.

32) Microsoft Corp. v. United States (In re Warrant to Search a Certain E-Mail Account Contr
olled

& Maintained by Microsoft Corp.) (Microsoft 1), 829 F.3d 197 (2d Cir. 2016).

33) whojoAe] FouU8L ubMe w3ty EUY MAARRET #a HA HwEA, Fold
5H(83),2019, 269-309.W =

34) Clarifying Lawful Overseas Use of Data (CLOUD) Act, H.R. 4943, 115th Cong. (2018). &
Mo AxpEAo| A ZetolvlA] B H(18 US.Codl art. 27132 A48 Ao|t},
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7}. EU GDPR

2018 5¢ A gE FHAFg dusheldol 8 B 3 5F % (General Data
Protection Regulation; ©|3} ‘GDPR)2 #|&g]4 #H-&w 9o tjste] “&
TALE FHAFINY NMIFEA YA e FEA A A &
soll gty = JHIAF RS Ao A&, o W Y H2rt +9
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s gtk EE f9 A% gel dE ARFA g AP
AU Ao HR A ARA DA EE A A

Bg-olk o] e ALS wolok st FHAF A FEFA
Al Ash AMB|2~E AlFshs A #AASH 7‘%’4 &l A5 ol gt
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th36) S tigivl=re] ridolgt Ex ke EUAIN S THIA RS A efste
8-l GDPRe| #A&dtt. FHAIWS JHIARE A3=wo=2 o|ded
T AT A9E 2% 2 94 1) GDPR Al45(3)F] w2 HAA
4 2744 AA7olgt g}, 2) ErH ol EE X
(Standard Data Protection Clauses: SDPC, #SCC) (A462=A12%c¢),
758 e 7]‘@?%7“(Binding Corporate Rules: BCR) (GDPR A|47
Z)3D T Adexo] mE AH PAel o] FolAa vk 18 H
A5-(o]at “AAg bz ”F/} stoh), 3) DI 2)ol dFetA AT
A A AHEZ PR ATE AojEo] FRFA s Ay
= = 5, AERFAZE ALY JHRIARE A3wow
skl ‘YA Ao = Folgl (has explicitly consented)
Al WAA Fe7et gheh)el 7hsefrt.38)
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36) Al3xA238, Recital 23
37) B4 719 Uil F4EE 2 wsAA v 2 g 90 Bas,
38) GDPR Al492A|18Ha).
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39) SEE, “EU MAAEESY 2ar g7 2 olewiel’, 259 AAAA, e AAgAA
9 2018.5., 11-129.
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2]
sle] 593 & AL A= E%ﬁm(Supplementary Rules,
F-&5A4 Annex DS AEYSIAATEAD o] HFHE EURHH o|xdd 7l
o) S EUY AAFA ZAA ue} o)A
< TEET HA FEES AR

o] wEiel sl A4S AdaAY ANE Qe B9 )
AARRLEANNE F A42zo] Wl gurasie] F4 8w el 9l
2 A4S Sstel Wad 2AE AT 5 AL od T mF ol

T 9ol Q= A3 9] AF-e] Al H(Restriction on provision to a
third party in a foreign country)el] thsled F7FH oz FA3 L
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7b Alg ool gtk thet ol2dk Fol= thEd 22 Al 7R Aol
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Aelsh=dl slelA dAfe] Thol=eklol A ek Adatal Al W
HOASF = g2 e 759 de 94, 719 dF-elAM e 759 3l

= oopg 52 oM dugEet Wl At nEEE AP
= A% i A23% ARl dgEs P9 el
S CE

HFH Ao od¥ VIR dEORFE A3FOoR
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TAl A oA 2 Ag, Zall A3FNAY MAARRB S BEFeohd 2
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43) Personal Information Protection Commission(Japan), Supplementary Rules under the Act on
the Protection of Personal Information for the Handling of Personal Data Transferred from
the EU based on an Adequacy Decision, https://www.ppc.go.jp/en (2019.4.9 2<1), https://e

c.europa.eu/info/sites/info/files/annex_i_supplementary_rules_en.pdf (2019.4.143+<1)
44) 99 BZ5Pd 1~21.
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Add  dvd oo AR AFE WA= ool AgkE FHfol
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3. Z/EA Y 22 HAo}

2 199439 Mo AAHJ=d 43 & 509 (Golden Shield)
95 =dgozA EgTe slwdd miEs SASA HA
©HE, o] A= AAllA THE Augh AR o r WAl ol &
v} ‘wkE] 443’ (Great Firewal) 2.2 &2]2-t}

2013 o5 NSAZZE o]%, Ao} 3t oJ&E ojmd E= AAY
EA 7IdE0] glAlob Ao HolEE Aol Yt AMH] Hf
s sk dWe Fd “UA" F¥(digital sovereignty)”& “F3}st
ofof 3 A& QFEITEAE 2014 7Y 21 A oRIES] AJIARE
gArjol AWt GE Hre] A= s FAske W /BRIl E3EU
4D G Fo] dolguo] o] gat= dHolHAH e EEF A&
Nstedof St} 48) o] & 9wkl 28kl f1Alo] EE Roscomnadzor(
WA 3 71 e B AE wikel] 7| AEE mhofo|u} of s E e
S frARSHA F s th49 o] el ofatH QIEYl o] &5 (Fo] AKH

wgkelu x5 wisl/&E8ks Uil e WS 54, A4, ofnA,
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45) FE T, WANRREL OB SMH (H5k] , AL, 2017, 1749,

46) Andrew E. Kramer, N.S.A. Leaks Revive Push in Russia to Control Net, N.Y. TIMES, July
15, 2013, at BI, available at http://www.nytimes.com/2013/07/15/business/global/nsa-leaks-
stir-plans-in-russia-to-controlnet.html; Maria Makutina, Lawmakers Seek to Bolster Russia’
Internet Sovereignty, RUSS. BEYONDHEADLINES (June 21, 2013), http://rbth.ru/politics/201
3/06/21/lawmakers_seek_to_bolster_russias_internet_sovereignty_27365.html.

47) ol 7]1F 20069 A1525 A (Federal Law No. 152 “n Personal Data”)& 7]% 3t
Aoz A2425 A" (Federal Law No. 242)0]t},

48) Federal Amendments to Certain Legislative Acts of the Russian Federation, art. 2.2.

49) Max Smolaks, Russian Government Will Force Companies to Store Citizen Data Locally, TE

CHWEEKEUROPE (July 4, 2014, 17:22), http://www.techweekeurope.co.uk/news/russian-gove
rnment-will-forcecompanies-store-citizen-data-locally-148560.
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50) Federal Law of May 5, 2014, art. 1.1; see also Russia’ Parliament Prepares New “Anti-Te
rrorist” Laws for Internet, GLOBAL VOICES (Jan. 16, 2014, 5:51 GMT), http://advocacy.glo
balvoicesonline.org/2014/01/16/russias-parliament-prepares-new-anti-terrorist-laws-for-inter

net-censorship-putin/.
51) 78k, Skoj=i, 3074,
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52) Paul R. Viotti & Mark V. Kauppi, INTERNATIONAL RELATIONS THEORY: REALISM, PLUR

ALISM, GLOBALISM(2d ed. 1993) pp. 723-724.
53) 249, QB FUI FAl #He A, AR 124 B4, 363-3641.
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54) ORG. FOR ECO. CO-OPERATION & DEV., OECD COUNCIL RECOMMENDATION ON PRINC
[PLES FOR INTERNET POLICY-MAKING 7 (2011), http://www.oecd.org/sti/ieconomy/492585

88.pdf.
55) KOMMERSKOLLEGIUM [SWED. NAT'L BD. OF TRADE], NO TRANSFER, NO TRADE: THE

IMPORTANCE OF CROSS-BORDER DATA TRANSFER FOR COMPANIES BASED IN SWEDE
N 23 (2014), available at http://www.kommers.se/Documents/dokumentarkiv/publikationer/201
4/No_Transfer_No_Trade_webb.pdf. 2019.9.10. &I,
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— Abstract

A Study on the Rationalization of 'Data

Sovereignty' and 'Personal Information Transfer'

Hyunkyung Kim

Seoul National University of Science and Technology

This study examined the rationalization of the transfer of personal
information overseas to secure data sovereignty. To secure data sovereignty,
it is necessary to acquire international competitiveness in the data market by
acquiring and utilizing high-quality and large-scale data. In addition,
enforcement of national data must be supported. To this end, it is very
important to establish reasonable norms for the international transfer of
personal information. However, on such important matters, the current
legislation prescribes the transfer of personal information overseas based
solely on the consent of the data subject. However, as a means of respecting
the actual intention of the information subject, 'pre-consent' has already been
formalized-deformed and many questions are raised about its effectiveness. In
particular, a “consent” dependent model of the data subject can make data
trade with the European market difficult. Therefore, the transfer of personal
information overseas is appropriately governed by the mutual adequacy model
in terms of 'data sovereignty' and 'revival of data economy'. The following
legislative tasks need to be resolved in order to implement this model of
mutual adequacy. First, the establishment of offshore application regulations
on the protection of personal information should be established, but the

effectiveness of the offshore application regulations should be secured



A Study on the Rationalization of 'Data Sovereignty' and 'Personal Information Transfer' 639

through the agreement between countries, which is mutually appropriate.
Second, overseas transfer of personal information should be allowed only in
the following cases : countries or personal data controller or processor
approved by the government that the level of personal information protection
is equivalent to that of Korea. The only exception to this is the transfer of
personal information overseas with the consent of the data subject only if
the following matters are clearly notified in advance: i) The lack of
adequacy approval or the lack of appropriate safety measures;, and ii) risks
to the data subject due to the lack of such adequacy and appropriate safety

measurcs.

@ Kim Hyunkyung

Data Sovereignty, Transfer of Personal Information Ove
rseas, General Data Protection Regulation, Consent of D

ata Subject.





