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603, 607, and 609 of the Fair Credit Reporting Act).

44) Fair and Accurate Credit Transactions Act of 2003(FACTA),
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45) Jon Geffen & Stefanie Letze, Chained to the Past: An
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49) HotsZ(security freeze)O|2t, M8, tE L 7|Ef MH[ATE A
EFAQ S92 2o 109 o|§2z &0kHE Zig U flsf 1
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§2430. DEFINITIONS(4)(A) “Data broker” means a busi—
ness, or unit or units of a business, separately or together,
that knowingly collects and sells or licenses to third parties
the brokered personal information of a consumer with
whom the business does not have a direct relationship.
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57) Subchapter 5. Data Brokers, § 2447. DATA BROKER DUTY
TO PROTECT INFORMATION; STANDARDS; TECHNICAL
REQUIREMENTS.
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60) Subchapter 5. ANNUAL
REGISTRATION.

61) Subchapter 5. Data Brokers, § 2447. DATA BROKER DUTY
TO PROTECT INFORMATION; STANDARDS; TECHNICAL
REQUIREMENTS.

62) Subchapter 5. Data Brokers, § 2480b. DISCLOSURES TO

CONSUMERS.

Data Brokers, § 2446.
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<ABSTRACT>

Study on the Domestic Legal Implications of US Data Broker System

Kim, Hyun—Kyung

The processing of data (including personal information) based on big data and artificial intelligence,
such as corporate recruiting and forecasting of criminals in the country, is complicated by mathematical
formulas, making it difficult for the public to understand. The opacity of this process makes it difficult
for an personal information subject to object to the processing results of personal information. In the
United States, this phenomenon has already become commercially available through 'data brokers' before
technologies such as artificial intelligence or Big Data are introduced. The data broker industry in the
United States has already held integrated personal information as an asset prior to the adoption of the
Personal Information Legislation Act. Recently, the advancement of data analysis technology based on
Big Data and Artificial Intelligence has increased their use of personal information. This study examines
the status of data brokers in the United States and the disciplinary law, and draws implications for the
direction of personal information discipline in Korea. First of all, the data broker in the United States is
a personal information processor under our law. However, our law requires clear consent beforehand from
the information subject for the processing of personal information in the private sector. In the meantime,
US data brokers have collected and accumulated personal information for almost 100 years without the
prior consent of the subject, and as such, it is virtually impossible for a domestic personal information
processor to conduct a data broker business such as the United States. The United States is currently
pushing legislation to regulate data brokers. However, in the case of the Vermont State Act, which is the
first regulatory law, it is necessary to provide a certain obligation in the process of personal data process-
ing of data brokers, rather than the regulation based on the consent of the information subject. Several
legislative proposals have been proposed to regulate data brokers at the federal level, but no legislation
has been passed so far. Perhaps it is not easy to implement such a bill because of the burden on the al-
ready established data broker industry and the importance of data utilization in the technological trans-
formation of the fourth industrial revolution.

Given the fact that all the core technologies and services required to achieve the Fourth Industrial
Revolution are data-based, it is also difficult to enforce data norms within the physical “border” due to
the nature of the data (non-exclusivity / non-dominance) It is necessary to seek a fundamental change in
the direction of discipline on collective data. Even without mentioning US data brokers, certain companies
in the telecommunications, finance, and healthcare sectors are already collecting personal information
from almost everyone. In this situation, 'collecting' - based discipline system is inevitably vulnerable to

the privacy of information subjects. Therefore, it is necessary to establish systems for guaranteeing fair-
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ness in the processing process after collection of personal information, such as introduction of supervision
to ensure fair treatment in the use and provision of personal information. We should prevent dis-
advantages to the subject of information due to the processing of biased data and supervise the processing
of personal information for unfair discrimination and unequal treatment. In addition, it is more realistic
to guarantee the rights of information subjects to ensure fair contracts related to personal information

processing through examination of strict terms rather than strict prior agreement.

Keywords : H|°|E| H 2 7|(data broker), "]= do]&] BZ# fA|5(regulation on data broker industry
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