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Abstract

The use of biometric information is increasingly used as a user authentication means, and accordingly, there is a
concern that privacy of personal information may be infringed due to leakage of biometric information. In order to
solve this problem, a secure biometric authentication technology including privacy preservation function that does not
infringe personal information is being studied in addition to solution through legislation. In this paper, we describe
the types of personal information infringement in biometric authentication and discuss various privacy-preservation
based biometric authentication methods proposed to prevent such infringement. Specifically, the methods proposed to
recent have been classified into two types: one based on linking of biometric information and key information and
another one of transforming and protecting biometric information itself. Then, the techniques belonging to each

category are analyzed including finding out the pros and cons of them compared with each other.
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E 1. Z2lo|HAl EE M oF 7|zl Hluw
Table 1. Comparison for each privacy preserving
technology

Fuzzy Commitment

(S) possible to adopt various error correcting code

(W) Weak in alignment volatility of biometric information

(T) Security is poor when biometric information is not
evenly distributed

Fuzzy Vault

(S) Strong in alignment volatility of biometric information

(T) Possibility of stealing secret key by brute force
attack

Fuzzy Extraction

(S) Simple system, required storage is small for
biometric data

(W) Weak renewability

(T) Modified biometric information may be used as a
personal identification code

Cancelable

(S) Strong for revocability and renewability

(W) Registration process required to match coordinate
system

(T) Original biometric information restoration possibility
exists from the transformed biometric information

Homomorphic encryption based approach

(S) No accuracy loss in biometric matching

(W) Require large memory, Low performance

« (S): Strong point, (W): Weak point, (T):Security Threat

B A7) s Adtt
24 AFF gokst 38 Fold A
=)
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